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Steve Pearson 
Vice President, Certification 
Election Systems and Software 
11208 John Galt Blvd. 
Omaha, NE 68137 
 
September 24, 2007 
 
Re:  2007-CDOS-ESS-001-0403 – Request for Items 
 
As previously discussed we have compiled a list of outstanding items which require resolution to move 
forward with the conclusion of processing your voting system application for certification.  We have 
arranged for a conference call with your office on Monday, October 1, 2007 to discuss the items.  We have 
indicated in the attached table the specific location where the request for the items is a requirement under 
either Colorado Statute, Secretary of State Rules, or in some cases both.   
 
Please keep in mind that the attached list of items is current as of today, and may be incomplete or changing 
based on the findings of follow up items presented to the testing board.  Additionally, the testing board 
specifically is calling attention to items with severity 5 as they are primarily items that are preventing the 
certification process from moving forward.  Items that involve impact to your customers (financially or 
procedurally) are included in the list, but the details of the impact are still being researched and evaluated by 
the testing board to make a determination how to mitigate the shortcomings of the system requirements as 
allowable by law. 
 
In accordance with the previous letter to your attention from Secretary Coffman on August 29th, 2007, we 
anticipate a response and resolution to the attached list of items no later than October 24th, 2007. 
 
Please contact me directly if you have any questions regarding the attached list of items prior to our 
arranged conference call on October 1st. 
 
Thank you, 
 

 
 
John Gardner 
Voting Systems Specialist 
Colorado Department of State 
1700 Broadway, Ste 270 
Denver, CO 80290 
Office:  303.894.2200 ext. 6318 
Fax: 303.869.4861 
 
 

STATE OF COLORADO 
Department of State 
 
1700 Broadway, Suite 270 
Denver, CO  80290 

 
Mike Coffman 
Secretary of State 

 

Holly Lowder 
Director, Elections 
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ES&S Open Issues 
09.24.07 

1. Significant Failure Observances. 

Phase Description Statute or Rule Severity Impact 

Application: • No Issues to address    

     

Document 
Review: 

• Escrow of Voting System 
Software 

Rule 11.8.1 5 Required for 
recommendation 
of system for 
certification. 

 • Escrow of Voting System 
Software 

Rule 11.8.2 5 Required for 
recommendation 
of system for 
certification. 

 • Escrow of Voting System 
Software 

Rule 11.8.3 5 Required for 
recommendation 
of system for 
certification. 

 • Escrow of Voting System 
Software 

Rule 11.8.4 5 Required for 
recommendation 
of system for 
certification. 

 • Escrow of Voting System 
Software 

Rule 11.8.6 5 Required for 
recommendation 
of system for 
certification. 

 • Escrow of Voting System 
Software 

Rule 11.8.7 5 Required for 
recommendation 
of system for 
certification. 

 • Escrow of Voting System 
Software 

Rule 11.8.8 5 Required for 
recommendation 
of system for 
certification. 

 • Escrow of Voting System 
Software 

Rule 11.8.9 5 Required for 
recommendation 
of system for 
certification. 

 • Federal Standards Rule 45.5.1.1, 
1.5.601.5 

5 Required for 
recommendation 
of system for 
certification. 

 • Federal Standards     45.5.1.2(a) 5 Required for 
recommendation 
of system for 
certification. 

 • Federal Standards 45.5.1.2(c) 5 Required for 
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recommendation 
of system for 
certification. 

 • Documentation Requirements Rule 
45.5.2.4.1b 

5 Required for 
recommendation 
of system for 
certification. 

 • Documentation Requirements Rule 45.5.2.4.1c 5 Required for 
recommendation 
of system for 
certification. 

 • Documentation Requirements 
Rule 

45.5.2.4.1e; 
45.5.2.6.1(d)(iv)

5 Required for 
recommendation 
of system for 
certification. 

 • Documentation Requirements Rule 45.5.2.4.2 5 Required for 
recommendation 
of system for 
certification. 

 • Audit Capacity Rule 45.5.2.5.2a 5 Required for 
recommendation 
of system for 
certification. 

 • Accessibility Requirements Rule 45.5.2.8.2c 5 Required for 
recommendation 
of system for 
certification. 

 • Accessibility Requirements Rule 
45.5.2.8.2h 

5 Required for 
recommendation 
of system for 
certification. 

 • Accessibility Requirements Rule 45.5.2.8.2i 5 Required for 
recommendation 
of system for 
certification. 

 • Telecommunications 
Requirements 

Rule 
45.5.2.7.2b 

2  

 • Performance Level Rule 45.5.2.2.3 2  

 • Physical and Design 
Characteristics 

Rule 
45.5.2.3.13a 

1  

 • Physical and Design 
Characteristics 

Rule 
45.5.2.3.13b 

1  

 • Physical and Design 
Characteristics 

Rule 
45.5.2.3.13c 

1  

 • Physical and Design 
Characteristics 

Rule 
45.5.2.3.13d 

1  
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 • Physical and Design 
Characteristics 

Rule 
45.5.2.3.16b 

1  

 • Physical and Design 
Characteristics 

Rule 
45.5.2.3.18 

1  

 • Physical and Design 
Characteristics 

Rule 
45.5.2.3.19d 

1  

 • Physical and Design 
Characteristics 

Rule 
45.5.2.3.19e 

1  

 • Physical and Design 
Characteristics 

Rule 
45.5.2.3.22 

1  

     

Demonstration: • No Issues to address    

     

Trusted Build: • AutoMark 
- Provide necessary components 
to complete testing 

 5 Required for 
recommendation 
of system for 
certification. 

 • Software Verification 
- provide procedure to verify 
the firmware version installed 

 2  

     

Functional 
Tests: 

• Physical Accessibility 
DRE: 
- correct audio/visual 
functionality; 
- correct wheelchair 
accessibility; 
- correct audio controls (volume 
adjust, pause/play, rate of 
speech); 
- correct ballot presentation 
(font size, alternate language); 
and 
- correct display screen (color, 
contrast). 
AutoMark: 
- correct audio/visual 
functionality; 
- correct wheelchair 
accessibility; 
- correct audio controls (volume 
adjust, pause/play, rate of 

 5 Required for 
recommendation 
of system for 
certification. 
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speech); 
- correct ballot presentation 
(ballot marking, font size, 
alternate language); and 
 - correct display screen (color, 
provide documentation). 

 • Security 
DRE:  
- program password for each 
election cycle; and 
- prevent access via magnet 
(DRE only). 
PCOS:  
- provide password protection 
(admin acct. access, separate 
account, encryption). 
CCOS: 
- provide password protection 
(admin acct. access, separate 
account, encryption). 
Operating System: 
- create unique user acct. 
(modify other accts., restricted 
access); 
- provide anti-virus software; 
and 
- disable autorun 
Software:  
- provide password protection 
(EDM, HPM, unique user acct., 
encryption, restricted use. 
Database: 
- provide password protection 
(separate user accts., access).. 
Post Election Audit & Recount: 
 - provide password protection 
for    
 Unauthorized user access. 

 5 Required for 
recommendation 
of system for 
certification. 

 • AutoMark 
- create unique user acct. 
(modify other accts., restricted 
access, separate passwords). 

 5 Required for 
recommendation 
of system for 
certification. 

 • Network/Telecommunications
- provide documentation of 

 2 Required for 
recommendation 
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meeting FIPS 140/180 
requirement. 

of system for 
certification. 

 • Ballot Processing 
DRE: 
- provide procedures to protect 
vote confidentiality 
PCOS: 
- implement protective counter; 
- provide Coordinated 
programming and ballots to 
complete testing; and 
- provide procedures to protect 
vote confidentiality 
CCOS: 
- implement protective counter; 
- provide Coordinated 
programming and ballots to 
complete testing. 
Software: 
- provide Coordinated 
programming and ballots to 
complete testing 

 5 Required for 
recommendation 
of system for 
certification. 

 • DRE Processing 
 AutoMark: 
  - provide Coordinated, Primary 
and Recall programming and 
ballots to complete testing;  
 - provide procedures to protect 
vote confidentiality 

 5 Required for 
recommendation 
of system for 
certification. 

 • Ballot Layout 
- Provide programming for 
Multi-page ballot 

 5 Required for 
recommendation 
of system for 
certification. 

 • Post Election Audit & 
Recount 
- provide printer paper 
documentation (DRE and 
AutoMark). 

 5 Required for 
recommendation 
of system for 
certification. 

 • System 
  DRE:  
  - provide Coordinated 
programming for transfer of 
election info. 
  PCOS: 

 4  
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  - provide Coordinated 
programming for transfer of 
election info. 
  CCOS: 
  - provide Coordinated 
programming for transfer of 
election info. and ballot 
definition  
  Software: 
  - provide Coordinated 
programming for transfer of 
election info. and ballot 
definition; and 
 - correct upload/download 
times (DRE only) 
 

 • Battery Life 
DRE:  
- charge life (>3hr) over device 
service life, or 
- spares and replacement 
schedule to hold power/time 
life curve, or 
- inline 3rd party power supply, 
i.e. UPS 
PCOS:  
- inline 3rd party power supply, 
i.e. UPS 
CCOS:  
- inline 3rd party power supply, 
i.e. UPS 
AutoMark: 
- charge life (>3hr) over device 
service life, or 
- spares and replacement 
schedule to hold power/time 
life curve, or 
- inline 3rd party power supply, 
i.e. 

 3  

 • Provisional Ballot Processing 
- enhance Unity election 
definition programming/ballot 
sorting functions, or 
- specify procedures and 
equipment 

 2  
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configurations/additions 

 • Audit Records 
 - show required details: log 
on/log off activity, application 
start/stop times, hardware 
events, election events, etc. 

 2  

 • Device Printout Content 
- expand number of user-
content fields for device 
printouts, i.e. number of active 
registered electors in a 
jurisdiction, serial numbers, 
type of ballot (early, 
provisional, etc.) 
- selectable formats, i.e. 
numerical 

 2  
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2. Failure Incidence Rate. (Functional Testing Only) 

Category Description Records (~469 
total) 

Rate (%) 

Ballot 
Processing/Voting 

Programming errors with the 
Coordinated election 

157 34.0 

System Transfer of election info; 
unauthorized user access 

51 11.0 

Reports Insufficient content 39 8.4 

System Access Accessible without password; 
anti-virus software 

34 7.4 

Modem/Comm 
Security 

 Availability/FIPS 140, 180 27 5.8 

Audit Records Content/Access 27 5.8 

Accessibility Dimensions/Features 24 5.2 

Battery Life Inadequate charge life (DRE, 
PCOS, AutoMark); no 
alternative power supply 
(CCOS) 

22 4.8 

DRE Processing Improperly marked ballots 19 4.1 

Provisional Ballot 
Handling/Programming 

Coding and Procedures 16 3.5 

Trusted Build Missing components; 
Software verification 

12 2.6 

Ballot Layout  Multi-page and multi-
language ballots 

11 2.4 

Post Election Unauthorized user; printer 
documentation 

10 2.2 

Closing Polls Insufficient content 6 1.3 

V-VPAT Function Doesn’t conceal info. 5 1.1 

System Calibration Diagnostic tests 3 0.6 

Operating System 
Security 

User configuration 2 0.4 

System Performance Memory Card Transfer Time 2 0.4 

Removable Media 
Security 

Anti-virus software 1 0.2 

Ballot Tracking Ballot On Demand 
Accountability 

1 0.2 

… … … … 

Total Failure Records (functional tests only) ~469 …100% 

 

 



Created by the Colorado Secretary of State’s Office       Status as of 9/24/07 
Voting Systems Certification Program 
   

 

3. Table of Scale. 

Significance Value Impact 

SEVERE 5 Impeding Certification 

SERIOUS 3 – 4 Requiring Impact to Customers – FISCAL  

CONDITIONAL 2 Requiring Impact to Customers – PROCEDURAL  

ADVISABLE 1 See ADVISEMENTS Section 
 
4. ADVISEMENTS –Recommendations for Implementation Consideration [Advisements are to be 

determined by Testing Board at the conclusion of testing, and included in the Qualification Report 
for the voting system] 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.2
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage false
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


